DETAILED NOTICE OF PRIVACY AND SECURITY PRACTICES OF THE
Mission Support Alliance, LLC Health & Welfare Benefit Plan

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.

This Notice of Privacy Practices (the "Notice™) describes the legal obligations of Mission Support
Alliance, LLC Health & Welfare Benefit Plan (the “Plan”) and your legal rights regarding your protected
health information held by the Plan under the Health Insurance Portability and Accountability Act of
1996 (HIPAA) and the Health Information Technology for Economic and Clinical Health Act (HITECH
Act). Among other things, this Notice describes how your protected health information may be used or
disclosed to carry out treatment, payment, or health care operations, or for any other purposes that are
permitted or required by law.

This notice is intended to satisfy the notice requirements of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) with respect to health information created, received, or maintained
by the Health Plan. Please keep this copy of the notice for your records.

The HIPAA Privacy Rule protects only certain medical information known as "protected health
information” (PHI). Please note that wherever the term health information is used in this Notice, it will
mean PHI. Generally, PHI is health information, including demographic information, collected from you,
or created or received by a health care provider, a health care clearinghouse, a health plan, or your employer
on behalf of a group health plan, from which it is possible to individually identify you and that relates to
the following:

(1) Your past, present, or future physical or mental health or condition;
(2) The provision of health care to you; or

(3) The past, present, or future payment for the provision of health care to you.

If you have any questions about this Notice or about our privacy practices, please contact:

Melissa Slahtasky

PO Box 650 H2-23
Richland, WA 99352
Melissa_J_Slahtasky@rl.gov
(509) 376-8833

THE PLAN’S COMMITMENT TO PRIVACY

The Plan is committed to protecting the privacy of your PHI. The Plan also pledges to provide you with
certain rights related to your health information.

By this Notice, the Plan informs you that it has the following legal obligations as required by the federal
health privacy provisions contained in HIPAA, the HITECH Act, and the related regulations (“federal
health privacy law” and “security rules”):




e To maintain the privacy of your health information;

e To provide you with this Notice of its legal duties and privacy and security practices with respect
to your health information; and

e To abide by the terms of this Notice.

This Notice also informs you how the Plan uses and discloses your PHI and explains the rights that you
have with regard to your health information maintained by the Plan. For purposes of this Notice, “you” and
“yours” refers to participants and dependents that are eligible for benefits described under the Plan.

INFORMATION SUBJECT TO THIS NOTICE

The Plan collects certain health information about you to help provide health benefits to you and your
eligible dependents, as well as to fulfill legal requirements. The Plan collects this information, which
identifies you, from applications and other forms that you complete, through conversations you may have
with the Plan’s administrative staff and health care providers, and from reports and data provided to the
Plan by health care service providers or other employee benefit plans. The health information the Plan has
about you includes, among other things, your name, address, phone number, birth date, social security
number, employment information, and medical and health claims information. This is the information that
iS subject to the privacy practices described in this Notice. Additionally, if this information is transmitted
electronically, it is subject to the Security Rules under HIPAA.

SUMMARY OF THE PLAN’S PRIVACY AND SECURITY PRACTICES
The Plan’s Uses and Disclosures of Your Health Information

The Plan uses your health information to determine your eligibility for benefits, to process and pay your
health benefits claims, and to administer its operations. In some cases, your health information may only
be disclosed with your written authorization, while in other instances, your authorization is not required.
For example, the Plan may disclose your health information, without your authorization, to insurers, third
party administrators, and health care providers for treatment, payment and health care operations purposes.
The Plan also may disclose your health information, without your authorization, to third parties that assist
the Plan in its operations, to government and law enforcement agencies, to your family members in limited
instances, and to certain other persons. The details of the Plan’s uses and disclosures of your health
information are described below.

Your Rights Related to Your Health Information

The federal health privacy law provides you with access to your health information and with certain rights
related to your health information. Specifically, you have the right to:

Inspect and/or copy your health information;

Request to receive your health information through confidential communications;

Request that your health information be amended;

Request an accounting of certain disclosures of your health information;

Request certain restrictions related to the use and disclosure of your health information;

File a complaint with the Plan or the Secretary of the Department of Health and Human Services if
you believe that your privacy rights have been violated; and

o Receive a paper copy of this Notice.

These rights and how you may exercise them are detailed below.
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Contact Information

If you have any questions or concerns about the Plan’s privacy practices, or about this Notice, or you wish
to obtain additional information about the Plan’s privacy or security practices, contact the individual or
department noted on page 1 of this Notice.

DETAILED NOTICE OF THE PLAN’S PRIVACY AND SECURITY PRACTICES
USES AND DISCLOSURES

Except as described in this section, as provided for by federal, state or local law, or as you have otherwise
authorized, the Plan only uses and discloses your health information for the administration of the Plan and
for processing claims.

Uses and Disclosures for Treatment, Payment, and Health Care Operations

1. For Payment. The Plan may use and disclose your PHI to determine your eligibility for Plan
benefits, to facilitate payment for the treatment and services you receive from health care providers,
to determine benefit responsibility under the Plan, or to coordinate Plan coverage. For example, we
may tell your health care provider about your medical history to determine whether a particular
treatment is experimental, investigational, or medically necessary, or to determine whether the Plan
will cover the treatment. We may also share your protected health information with a utilization
review or precertification service provider. Likewise, we may share your protected health
information with another entity to assist with the adjudication or subrogation of health claims or to
another health plan to coordinate benefit payments.

2. For Health Care Operations. The Plan may use or disclose your health information, without
your authorization, to enable it to operate efficiently and in the best interests of its participants. For
example, the Plan may use or disclose your health information to conduct audits or actuarial studies,
or for fraud and abuse detection.

Uses and Disclosures to Business Associates

The Plan discloses your health information, without your authorization, to its business associates, which
are third parties that assist the Plan in its operations, for treatment, payment and health care operations. For
example, the Plan may share your health information with a business associate for the purpose of obtaining
accounting or consulting services or legal advice. The Plan enters into agreements with its business
associates to ensure that the privacy of your health information is protected from unauthorized disclosure
and, to the extent electronic protected health information is shared with its business associates, such
business associates will comply with the HIPAA Security Rule to the extent required by law.

Uses and Disclosures to the Plan Sponsor

The Plan may disclose health and eligibility information, without your authorization, to the Plan Sponsor
for plan administration purposes such as eligibility determinations, enrollment and disenroliment activities,
and Plan amendments or termination. The Plan Sponsor has certified to the Plan that it will protect the
privacy of your health information and that it has amended the plan documents to reflect its obligation to
protect the privacy and security of your health information.



Other Uses and Disclosures that May Be Made without Your Authorization

The federal health privacy law provides for specific uses or disclosures of your health information that the
Plan may make without your authorization, which are described below.

1.

Required by Law. The Plan may use and disclose health information about you as required by
federal, state, or local law.

Additional Legal Reasons. The Plan may disclose your health information for the following
purposes:

e For judicial and administrative proceedings pursuant to court or administrative order, legal
process and authority;

e To report information related to victims of abuse, neglect, or domestic violence; or

e Toassist law enforcement officials in their law enforcement duties.

Health and Safety. Your health information may be disclosed to avert a threat to the health or
safety of you, any other person, or the public, pursuant to applicable law. Your health information
also may be disclosed for public health activities, such as preventing or controlling disease or
disability, and meeting the reporting and tracking requirements of governmental agencies such as
the Food and Drug Administration.

Government Functions.  Your health information may be disclosed to the government for
specialized government functions, such as intelligence, national security activities, and protection
of public officials. Your health information also may be disclosed to health oversight agencies that
monitor the health care system for audits, investigations, licensure, and other oversight activities.

Active Members of the Military and Veterans. Your health information may be used or
disclosed to comply with laws related to military service or veterans’ affairs.

Workers’ Compensation. Your health information may be used or disclosed in order to comply
with laws related to workers’ compensation and similar programs.

Emergency Situations. Your health information may be used or disclosed to a family member or
other person responsible for care in the event of an emergency, or to a disaster relief entity in the
event of a disaster.

Others Involved in Your Care. In limited instances, your health information may be used or
disclosed to a family member, close personal friend, or others who the Plan has verified are
involved in your care or payment for your care. For example, if you are seriously injured and unable
to discuss your case with the Plan, the Plan may so disclose your health information. Also, upon
request, the Plan may advise a family member or close personal friend about your general condition,
location (such as in the hospital) or death. If you do not want this information to be shared, you
may request that these disclosures be restricted as outlined later in this Notice.

Personal Representatives.  Your health information may be disclosed to people you have
authorized or people who have the right to act on your behalf. Examples of personal representatives
are parents for minors, and those who have the Power of Attorney for adults.



10. Research. Under certain circumstances, the Plan may use or disclose your health information for
research purposes, as long as the procedures required by law to protect the privacy of the research
data are followed.

11. Organ and Tissue Donation. If you are an organ donor, your health information may be used or
disclosed to an organ donor, eye, or procurement organization to facilitate an organ or tissue
donation or transplantation.

12. Deceased Individuals.  The health information of a deceased individual may be disclosed to
coroners, medical examiners, and funeral directors so that those professionals can perform their
duties.

Uses and Disclosures for Fundraising and Marketing Purposes
The Plan does NOT use your health information for fundraising or marketing purposes.
Uses and Disclosures of Genetic Information

The Plan is prohibited from using PHI that is genetic information for underwriting purposes with the
exception of long-term care insurance if offered.

Any Other Uses and Disclosures Require Your Express Authorization

Uses and disclosures of your health information other than those described above will be made only with
your express written authorization, including the use or disclosure of psychotherapy notes. You may revoke
your authorization in writing. If you do so, the Plan will not use or disclose your health information
protected by the revoked authorization, except to the extent that the Plan already has relied on your
authorization.

Once your health information has been disclosed pursuant to your authorization, the federal privacy
protections may no longer apply to the disclosed health information, and that information may be re-
disclosed by the recipient without your or the Plan’s knowledge or authorization. However, you may revoke
your authorization to use or disclose PHI at any time by contacting the Privacy Officer. Such revocations
of authorizations will be made on a prospective basis only.

YOUR HEALTH INFORMATION RIGHTS

You have the following rights regarding your health information that the Plan collects and maintains. If you
are required to submit a written request related to these rights, as described below, you should address
requests to the individual or department noted on page 1 of this Notice.

Right to Inspect and Copy Health Information

You have the right to inspect and obtain a copy of your health record. This includes, among other things,
health information about your plan eligibility, plan coverages, claim records, and billing records.

To inspect and copy your health record maintained by the Plan, submit your request in writing. The Plan
may charge a fee per page for the cost of copying your health record and charge you the cost of mailing
your health record to you. In certain limited circumstances, the Plan may deny your request to inspect and
copy your health record. If the Plan does so, it will inform you in writing. In certain instances, if you are
denied access to your health record, you may request a review of the denial.
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Right to Request Confidential Communications, or Communications by Alternative Means or at an
Alternative Location

You have the right to request that the Plan communicate your health information to you in confidence by
alternative means or in an alternative location. For example, you can ask that the Plan only contact you at
work or by mail, or that the Plan provide you with access to your health information at a specific location.

To request confidential communications by alternative means or at an alternative location, submit your
request in writing. Your written request should state the reason(s) for your request and the alternative means
by or location at which you would like to receive your health information. If appropriate, your request
should state that the disclosure of all or part of your health information by non-confidential communications
could endanger you. The Plan will accommodate reasonable requests and will notify you appropriately.

Right to Request that Your Health Information Be Amended

You have the right to request that the Plan amend your health information if you believe the information is
incorrect or incomplete.

To request an amendment, submit a detailed request in writing that provides the reason(s) that support your
request. The Plan may deny your request if you have asked to amend information that:

e Was not created by the Plan, unless you provide the Plan with information for which the person or
entity that created the information is no longer available to make the amendment;

e Isnot part of the health information maintained by or for the Plan;

e Isnot part of the information which you would be permitted to inspect and copy; or

e Isaccurate and complete.

The Plan will notify you in writing as to whether it accepts or denies your requests for an amendment to
your health information. If the Plan denies your request, it will explain the reason(s) for the denial, and
describe how you can continue to pursue the denied amendment.

Right to an Accounting of Disclosures

You have the right to receive a written accounting of disclosures. The accounting is a list of disclosures of
your health information by the Plan to others, except disclosures for treatment, payment or health care
operations, disclosures made to or authorized by you, and certain other disclosures, which are not part of
the accounting. The accounting covers up to six years prior to the date of your request except disclosures
of the Plan made before August 24, 2009. If you want an accounting that covers a time period of less than
six years, please state that in your written request for an accounting.

To request an accounting of disclosures, submit your request in writing. The first accounting that you
request within a 12-month period will be free. For additional accountings in a 12-month period, the Plan
will charge you for the cost of providing the accounting, but the Plan will notify you of the cost involved
before processing the accounting so that you can decide whether to withdraw your request before any costs
are incurred.

You have the right to be notified in the event that we (or a business associate) discover a breach of unsecured
PHI.



In addition, you have a right to receive reports of any security incidents that the Employer or a Participating
Employer becomes aware of that is required under the Security Rules.

Right to Request Restrictions

You have the right to request restrictions on your health care information that the Plan uses or discloses
about you to carry out treatment, payment or health care operations. Also, you have the right to request
restrictions on your health information that the Plan discloses to someone who is involved in your care or
the payment for your care, such as a family member or friend. The Plan is not required to agree to your
request for such restrictions, and the Plan may terminate its agreement to the restrictions you requested.

To request restrictions, submit your request in writing, and advise the Plan as to what information you seek
to limit, and how and/or to whom you would like the limit(s) to apply. The Plan will notify you in writing
as to whether it agrees to your request for restrictions. The Plan will also notify you in writing if it terminates
an agreement to the restrictions that you requested.

Right to Complain

You have the right to complain to the Plan and/or to the Department of Health and Human Services if you
believe your privacy rights have been violated. To file a complaint with the Plan, submit your complaint in
writing to the individual or department noted on page 1 of this Notice.

You will not be retaliated or discriminated against and no services, payment, or privileges will be withheld
from you because you file a complaint with the Plan or with the Department of Health and Human Services.

Right to a Paper Copy of this Notice

You have the right to a paper copy of this Notice. To make such a request, submit a written request to the
individual or department noted on page 1 of this Notice.

CHANGES IN THE PLAN’S PRIVACY AND SECURITY PRACTICES

Changes in the Plan’s Privacy Policies

The Plan reserves its right to change the terms of this Notice and to make new provisions regarding your
protected health information that we maintain, as allowed or required by law. If we make any material
change to this Notice, we will provide you with a copy of our revised Notice of Privacy Practices by mail
to your last known home address on file.

If the Plan materially changes any of its privacy or security practices, it will revise its Notice, and provide
you with the revised Notice within 60 days of the revision. In addition, copies of the revised Notice will be
made available to you upon your written request. The Plan also may decide to post the revised Notice at its
office locations and/or on the Hanford Intranet.



